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Ad personam:
*Attorney-at-Law with main focus on the automotive supplier industry
*Until 2003 European Counsel of an US-based power-train supplier

*Until 2002 Board member of Deutsche Gesellschaft flr Qualitat e.V. (DGQ)
(German Society of Quality)

Member of a working group of Clepa, the Association of European Automotive
Suppliers in Brussels

«Counsel of European automotive suppliers

*Publications, Trainings
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The goals of ISO 26262

*To make vehicles safer

*To avoid accidents

*To enhance the controllability
*To justify the trust of the driver

in the item of Functional Safety

The proof that all these goals have been achieved must be provided retrospectively when a hazardous
event has happened. At that time people have a better knowledge or pretend to have a better knowledge
about the reasons that the occurrence of the hazardous event could have been avoided.

And then they ask for responsible peoples and their individual roles.
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Voices from the international discussion:

Question:
Is Functional Safety enough for Safety?

Reasoning:

,For a safety system, the correct behavior ist not easy to define.

It very much defines the safety of the system, and ISO 26262 does
not provide any kind of guidelines, about how the behavior of the
Vehicle should be to provide safety.”
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It is true:
ISO 26262 does not provide safety.

However:
The statement that safety is provided and the vehicle
therefore is safe is expected by and sold to the customer, based on

cAudits

Reviews Confirmation maeasures

sAssessments
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Functional Safety is a property of the item which can be verified (ISO
26262 -2-6.4.5.2. Note) by

Audits
Reviews
assessments under responsibilty of the Functional Safety Manager.

2-6.4.8
2-6.4.9

2-6.4

3-7.4.5.1: To be performed by a person or persons from different
Departments or organizations than the developer of the item.
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Some requirements:

2-6.4.8 The appointed person for the functional safety audit shall
provide a report that contains an evaluation of the implementation
of the processes required for functional safety.

2-6.4.9.3: The appointed person for the functional safety assessment
shall provide a report that contains a judgment of the achieved
Functional safety.

2-6.4.9.6: including a recommendation for acceptance, conditional
acceptance or rejection of the functional safety of the item.

2-7.4.2.1:The organization shall appoint a person with the
responsibility and the corresponding authority to maintain the functional
safety of the item after release for production.



Dr. Ekkehard Helmig D-65189 Wiesbaden, Welfenstrasse 2 — Phone +49 611 77 87 20
- Attorney-at-Law e-mail Helmig@Helmig-Regula.de — http://www.Helmig-Regula.de

Blue Print of NHTSA* for questions and answers

*National HighwayTraffic Safety Administration 8
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U.S Transportation Secretary Foxx Announces Order to Preserve Defective Takata Air
Bag Inflators for Ongoing Federal Investigation

NHTSA 07-15
Wednesday, February 25, 2015
Contact: Gordon Trowbridge, 202-366-9550, Public.Affairs @dot.gov

WASHINGTON — U.S. Transportation Secretary Anthony Foxx today announced that the
National Highway Traffic Safety Administration (NHTSA) issued an order requiring Takata
to preserve all air bag inflators removed through the recall process as evidence for both
NHTSA's investigation and private litigation cases. The order also ensures NHTSA'’s
access to all data from the testing of those removed inflators.

“This department is focused on protecting the American public from these defective air bags
and at getting to the bottom of how they came to be included in millions of vehicles on U.S.
roads,” Foxx said. “This preservation order will help us get the answers we need to accomplish
those goals.”
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NHTSA: General Order to Manufacturers (1):

10
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NHTSA: General Order to Manufacturers (2):

11
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NHTSA: General Order to Manufacturers (3):

12
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NHTSA: General Order to Manufacturers (4):

13
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NHTSA: General Order to Manufacturers (4):

14
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NHTSA: Special Order Takata (1):

15



Dr. Ekkehard Helmig D-65189 Wiesbaden, Welfenstrasse 2 — Phone +49 611 77 87 20
- Attorney-at-Law e-mail Helmig@Helmig-Regula.de — http://www.Helmig-Regula.de

NHTSA: Special Order Takata (2):

16
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NHTSA: Special Order Takata (3):

17
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NHTSA: Special Order Takata (4):

18
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Are you prepared to answer all these questions?
Do you have an “internal NHTSA”?

*You need a plan

*You need documents

*You need responsible peoples

*You need a Development Interface Agreement (DIA)

19
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Verification and Validation of

assumptions

and All data are available or detectable
assessments

are performed post hazardous event or accident.

Remember:

Technician (Defendant) Driver (plaintiff)

E— G

20
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Case study and experiences:

New suspension - system

OEM
4

N

TIER 1 Developer of the ECU

Supply Chain

21
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The Development Interface Agreement is vital for each
Participant

Due to European comprehensive Safety Culture it must be
Consistent under safety perspectives and not cost considerations.

The OEM has the leadership on the validations level of the vehicle.
The suppliers have the leadership in the technology.

Together they have the responsibility for safety expectations of
the driver and all other traffic participants.

1-136: Unreasonable risk: Risk judged to be unacceptable in a certain
Context according to valid societal moral concepts.

Do you share all relevant information to your supply chain?

Is there the readiness of the OEM to listen to the supplier?

Have both the same integrity of assumptions?

Do they have the congruence of their goals?

Do they have the same language?

Do they have the same competence? 22
Is there an open communication?



Dr. Ekkehard Helmig 65189 Wiesbaden, Welfenstrasse 2
Rechtsanwalt Telefon: 0611 77 87 20 — Fax: 0611 77 87 211
e-mail helmig@notar-helmig.de — http://www.notar-helmig.de

The number of suppliers is decreasing: Higher pressure

Automotive Suppliers
Less suppliers — more specific parts and systems

Challenge for competence

23
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European Safety Culture

European Legislation

Article 169 of the Lisbon Treaty

in order to safeguard their interests.

1. In order to promote the interests of consumers and to ensure a high level of consumer
protection, the Union shall contribute to protecting the health, safety and economic interests of
consumers, as well as to promoting their right to information, education and to organize themselves

A

Regulation

Harmonized norms

y 3

Directives
Decisions

Directive 2007/46/EC
Regulation 371/2010

ISO — CEN — CEN/ELEC
ISO 9001

ISO 65108

ISO 26262

|

ISO 9001 — ISO/TS 16949

Product Safetv

A 4

Vehicle Manufacturers

Suppliers

Independence must
Correlate with all

|

Legal requirements

Vehicle drivers

Product Liability

v

Consumers
Environment

Traffic participants

24
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Legal Background and legal requirements

The Vienna Convention of 1968:
Article 8 requires that the driver of a vehicle must have the
permanent control on his vehicle

Supporting European Legislation — European Safety Culture
Directive 2007/46/EC Type approval

Directive 2001/95/EC General Product Safety

Directive 85/374/EC Product Liability

Regulation 661/2009:
Type approval and general safety requirements

25
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Regulation 661/2009 Article 4

26
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Regulation 661/2009 Article 5

Acceptable risk

Controllability

27
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Article 6 of Directive 85/374/EC:

“A product is defective when it does nor provide the

safety which a person is entitled to expect, taking

all circumstance into account, including:

a) the presentation of the product;

b) the use it could reasonably be expected that the
product would be put;

c) the time when the product was put into circulation.”

Error
Fault
Failure

28
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Directive 2001/95/EC General Product Safety

ISO 26262 3-7.4.2.1.1 vehicle is used correctly and incorrectly
In a foreseeable way.

Safety case
30
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Directive 2007/46/EC of the European Parliament and of the Council
Establishing a framework for the approval of motor vehicles and their trailers,
And of systems, components and separate technical units intend for

Such vehicles

Decision 768/2008 Conformity Assessment Procedures and Rules

Market Surveillance — Public Recall Procedures

31
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Directive 2007/46/EC

32
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Directive 2007/46/EC

Non-automotive devices
or components interacting
with items under ISO 26262

may conflict.

33
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Is functional safety part of your QMS
Confirmation activities

34
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Directive 2007/46/EC Annex X in the version of Regulation
371/2010

35
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ISO 26262 does not address the nominal performance of an
E/(E system (2-1)

No equation:
,Compliance with ISO 26262 = Vehicle Safety"

36
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Relation of ISO/TS 16949 and ISO 26262

—————

Compliance with ISO 26262 is no property of the vehicle

Compliance with ISO 26262 only means adherence to stipulated processes
Of 1ISO 26262.

Processes of ISO 26262 are always processes under the regime of the
Certified Quality management system. ISO 26262 does not encompass all
all processes of ISO/TS 16949 (2-6.3.1).

ISO/TS 16949 is a Quality management system that ensures the conditions
for the manufacturing of products without defects but does not produce such

products.
37
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All processes of ISO 26262 must be integrated in system under ISO/TS 16949

ISO/TS 16949 Integration of

7.1 Planning of product realization 1ISO 26262
7.2.1 Determination of requirements related to product

7.2.2 Review of requirements related to the product

7.2.3 Customer communication

7.3 Design and development oncept
7.3.1 Design and development planning )

7.3.2 Design and development input Development
7.3.3 Design and development output /

7.3.4 Design and development review >

7.3.5 Design and development verification roduction
7.3.6 Design and development validation

7.3.7 Control of design an development changgs
7.4.1 Purchasing process
7.5. Production and service provisions

7.5.2 Validation of processes 38
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Scope of responsibilities when independence is required.

3-7.1: Hazard analysis and risk assessment (+ determination of
Safety goals and ASIL determination):

to identify and to categorize the hazards that malfunctions in the item
can trigger and to formulate the safety goals related to the prevention
or mitigation of the hazardous events, in order to avoid unreasonable
risks.

4-11.4.2.1: Documentation of functional safety for release for production.

Names and signatures of persons responsible for the release.

39
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The Functional Safety Manager is not defined in ISO 26262.

So each person performing or conducting processes relevant
for the application of ISO 26262 under ISO/TS 16949 must be
deemed a Functional Safety Manager unless identified to the

contrary.

The Safety Manager (1-109) is a role, not a person in the
development phase (2-6.4.2.4) to organzise

*Planning and coordination of the functional safety activities

*Responsibility for maintaining the safety plan and monitoring
progress

Including DIA

40
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2-6.4.2.3: The Project Manager shall verify that the
Organization has provided the required resources for the
Functional safety activities.

The Project Manager shall ensure that the Safety Manager
IS appointed.

No defined hierarchy. Sole discretion of the OEM and the supplier.

2.6.4.7.2: Access to and support by the persons and organizational
entities that carry out safety activities.

41
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2-5.4.2.8: The organization shall ensure that the person performing
or supporting the safety activities are given sufficient authority to
fulfill the responsibilities.

2-5.4.3.1: The organization shall ensure that the persons involved in
the execution of the safety lifecycle have sufficient level of skills,
Competence and qualification to their responsibilities.

Conclusions:

The functions of any responsible person within the context of performing
compliance within ISO 26262 must be defines in the Quality
Management System Manual, eligible for being audited under

ISO/TS 16949 or e.g. VDA 6.1 and VDA 6.3.

The functions must comply with the processes at least on the highest levels of the
confirmation measures.

42
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Notation is misleading: Independence and responsibility
cannot be partial or reduced.

a4
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Independence is subject to the ASIL. There are at least two crucial aspects:

*You need independence in the determination of the ASIL

*You need independence based thereon in the assessments for the integrity 45
of the confirmation measures.
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Adversarial to the requirements

46
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Social, personal,
competence conflicts

Integrity at risk

47
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What is a representative vehicle?
What is the benchmark of sufficient ?
Where is the link to the driver?

48
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Functional Safety aims to safe lifes, health and environment
The focus is on the driver steering the vehicle: Requirement of controllability

The evaluation of the controllability is the assessment of
the probability, that the driver is capable to control the
hazardous event to avoid specific harms.

What do you know about the driver? The driver does not know what you know from
and what your are expecting from him, his skills and his behaviour

The benchmark of the norm is the average driver.

The controllability of each hazardous event, by the driver or
other traffic participants, shall be estimated based on a
defined rationale of each hazardous event (ISO 26626-3-7.4.3.7)

Does the rational you have defined reflect secured knowledge
of the driver?

Information must be provided to the driver.

50
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How is the cultural background defined and reflected in the concept of the item?
How is it possible to reflect this scenario?

51
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Integrity of confirmation measures for work products
What provides evidence?
Which documentation is required?

~Safety cases are often based on estimated and predicted
System and operator behaviour rather than observed evidence.”

Over time the predicted behaviour might be challenged by further

developments, disclosure of errors or shifting regulatory
context (ISO 26262 -10-5.3.4)

52
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Legal Benchmark:
Newest state of science and technology.
Science is not addressed in the norm.

Science includes the science of the driver
not ,,only* of technologies.

Best practices of the industry are legally irrelevant.

Misleading:

ISO 26262:10-4.1

The requirements for hardware development and software
development are adapted for the state-of-art in the
automotive industry. There is no such state-of-the art.

53
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The Domino - Effect

Ressources
Capability

Competence

o4
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Conclusions:

*Adherence to ISO 26262 is following process discipline
*|SO 26262 is a framework for virtual products

Virtual products must be validated in physical devices
*Validation of physical devices on vehicle level
*Relevant is the expectation of the driver

sIntegrity of audits, reviews and assessments

*All data required post hazardous events must be
retraceable in the previous work products.

The validity is based on the independence of responsible persons who are
deemed to be the guarantors of the integrity of all assumptions, data and
judgments complying with the reasonable expectations of the driver. 55
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